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10,

il

Manage the strategy, architecture. capacity planning, engineering, supporl, and
maintenance of DOC s Data Center as well as recover. and secondary data center,

Maintain and supervise Wide Area Network {WAN) infrastructure for connectivity
10 field offices, Secondary Data Center, and other locations.

Oversee the architecrure, design and implementation of video and wvoice
conferencing systems. and unified communications for integrating the various DOC
and outside DOC networks and systems,

Monitor and snalyze - telecommunications. data and - VoIP  nerworks,  video
conferencing systems 10 ensure opiimum performance, efficiency, reliability. and
scalability of these svstems to support growth and future requirements,

Lead the design and implementation of various monitoring and capacity planning
wols for Data Center equipment, neiworks and systems [or scaling, roubleshooting,
and maintaining the quality of service {Qo8),

Act as the highest escalation point for all Data center, telecommunications,
networks, videoconferencing, and other systems related issues, and provide expert
technical {(2nd-and 3rd level) support,

Evaluate market grends and emerging technoelogies in the relevant sectors and
provide strategic advice and recommendation,

Develop. implement and maintain policies, procedures and associated training plans
for all services.

Plan, evaluate and implement all services in cooperation with other technical
specialists,

Prepare HRD pian for proper maintenance and upgradation of DC, DRC and
Secondary data center,

Prepare list of all licenses, access details and log of usage of devices and software
and plan for license renewal and hardware upgradation,

Plan for service level agreement between. vender.and DOC for prevention.of sudden .o,

—
L]

16.

17.

failure of the DC,

. Keeping track of all devices (Network. Servers, Storage, Monitoring) used in the

DOC and plan for replacement of failure devices and upgradation of those hardware,

. Patch monitoring and installation plamning for OS. firewall, storage and other

software used in equipment's in DC,

. Proper management of license (Firewall, servers, storage, database, Data Center)

with proper log and tracking of expiry date and plan for upgradation,

Data center power management and planning for primary (electrical), secondary
(battery) and tertiary (Generator) power source,

Proper planning for spare parts in order to reduce failover time of the system,



T "ir

18. IT related office equipment's {Cmrué_rji'.':!’&. Laptop, network devices) management,
L
19, Technical audit of all aquipmmt‘_sp_h‘.ﬂ'dnmu center,
g a i
20. Supervise all customs office r:gm-dinﬂﬁ IT infrastructure maintain at customs offices,

(@) TUTTeT AR AT {Eer demve aeaeun

1.
1.

10,

Ll

Carry out line management and development of a team of developers within DOC,

Manage the delivery of multiple simultaneous system development projects from
design through to release in core e-customs (NECAS) and other sub modules as
required,

Identification of new system requirement and prepare system reguirement documents
in coordination with all sections and other government organizations,

oG AEOE W CoTH SEeon T S Vo e T GErs oV o 56w
Rysiem,

Work closely with Development and Functional team 1o produce accurate sysiems
and manage the transition from analysis to design and delivery,

Software Configuration Management (SCM) of source code and documents prepared
during the development of new system,

Provide regular and effective progress updates to and work closely with development
team to ensure the management of any delivery risks or issues,

Plan active participation of involvement of concern section or OGA during the all
steps of the software development so that quality of the new system will be
accepted,

Define delivery phases of the project including activities, sub-activities, and
milestones ensuring these are documented and used as the basis for the project event
log, 1ssues and nsk log and any subsequent reporing,

Ensure awareness, involvement and support from the DOC management and end
usérs by maintaining robust communication on the project status throughout its life
evele,

Work closely with relevant teams internally 1o ensure alignment and coordination
across operations as parl of the seamless implementation of existing and new
SyElems,

12.
13.

14.

13.

16.

Support project resource scheduling and section’s capacity planning,

Carry out implementation of new systems and processes centered on service delivery
frameworks,

Flan for architecture, security and standards ({GEA) o be wused during
communication with different intermnal system or DGA's system,

Prepare technical specification of legal documents for communication between two
sysiems of different OGA"s,

Flan implementation model of approved standard with high level of security with

"4 g
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17. Plan and gpecify the standard m%z o be followed during the data exchange
with OGA s and software dewbupﬂ;a precedure,

18. Security audit of each system bﬁm in the Customs department,
19. Develop and implementation of mpmty building plan and training plan for
achieving all required goals,
20. Analyze and gathering of information on different costoms office to identify required
new module and modification on existing running system.
(1) TUITHT HSOTAS YT ST feae:

l. Ensure maximum availability of e-customs and other running systems throughout,

2. Responsible for the provision of IT infrastructure services including sever and
equipment, local and / or wide area nerworks, IT security eic.,

3. Work with DOC management 1o propose, agree and acquire [T service on defined
Service Level Agreements wherever needad,

4. Assist m the development and maintain a disaster recovery plan for all systems
running in DOC,

3. Provide st training to both internal and business stakeholders, where required and
appropnate,

6. Recommend, develop, and administer information technolopy policies and

procedures 1o support the short and long term information technology, especially in
the service delivesy spectrum,

7. Research new technologies in information technology and provide recommendations
to the DOC management to support the strategic direction of the department,

8. Ensure the smooth operation of e-customs system and its functions in all the customs
offices in liaison with the focal person at cach office,

9. Champion governance throughout the organization, ensuring officers and members
are aware of their responsibilities,

10.Work with the DOC Management to revise Laws and policy documents as
appropriate,

11.Work closely with operations team to ensure the implementation of statulory

pbligations, standards and laws

12. Review, maintain and develop intemal ICT policy and procedures which support the
needs and strategic objectives,

13. Secure an appropriate level of user ownership and participative management of the
planning process,

14. Prepare and manage electronic audit trail plan,

15. 1denify new requirements 1o complement e-customs and take initiatives 1o envisage
projects,

16. Accomplish human resource objectives by recruiting, selecting, orienting, training,

astigning employees for projects,
" g,/ ﬁ»’y
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17. Achieve operational objectives b)!}ﬁ:tn"l:mnng information and recommendations to
nm:gm:plmsmdrew:wsmdhyprq:mngmdmrﬂplehngnmunphns,

18.Carry out the procurement activities of the ;u'q}mu and any other component
required for the system,

19.Linise with donors and other related agemcies in lerms of project design and
implementation,

20. Supervise all customs offices and gather information reganding the problem faced
during the operation of different system and solve the problems raised,

21. All other IT related task not menhon on above task list.

1



WO AT SOEEYTTR 99T TUTG feaed
(F) BTET BFET (Primary, Secondary, Data Recovery Center, GIDC) TqaEoa FFaeul

1.

e

6.

7

Ensure smooth renning of data center and it's accessories (Cooling. Electricity.
Battery, Generator and water supply).

Management of Datacenter monitoring room with full display of current status and,
Data center user management and access log maintenance,

Managemen! of daacenter rack space for allocanon and reallocanon of the
equipment’s,

- Central monitonng system management of all Pnmary, Secondary, Data recovery

and GIDC data center infrastructure,

Research and identify best practice of data center management system used and
propose implementation plan of it Customs conlext,

Manage log of devices added and removed from the data center.

(@) fea® (Firewall, Routers, Switches, etc.) SOEEUTTA Fraatl

Ll

0.0 ) Lh g

Management of routing-switching within data center for servers, Department of
Customs, and piterconnection with the customs offices,

Firewall threat detection and log management,

Allow remote segice accessibility of the system. VLAN access management
between 0GAs, Cestoms offices and users,

Bandwidth allocation within system,

NAT allocation, port forwarding and its management,

Metwork eguipment spare parts management,

Design of network equipment replacement plan along with contingency plan,

VOIP application management, Video confercncing management,

. Multiple link management from different Intemet Service providers {15Ps),

ll}I [P audit within Server Firm,
11. DNS and DHCP management,
12. LAN, WAN, and local WIF] management.

(a7} AT (Servers, Storage) FFa=UT

Ly

2.

3.

4

5.

devices,

Manage all server available in the datacenter and ensure smooth manning of all server
and storage devices,

Prepare checklist of task 10 be done on daily basis and manage to do such task on
daily basis.

. Amrange proper channel for availability of spare parts of the server, storage 10 be

replaced in case of the failure;

Research on best practices being used in servers and storage management and
implement it with continwous improvement 10 achieve higher efficiency of installed

e s



6. Manage proper replication of dal gen storage devices; provide space as
requested by the other depariment mm planning of storage management,
7. Regular monitor of server usage an maintain usage at efficient level,
8. Analyze the logs of servers and storage and take preventative action required il
anything found in such logs.
() fBFcH TWCAaY (Operating System, Firmware, VM, Paiches) Feaetl

1. Plan for operating system 1o be used by the servers that exist on the datacenter,

2. Prepare logs of license and expiry date of 08, Firmware, VM if applicable,

3, Perform routine task of patch update of OS, Firmware and VM installed,

4. Perform VM level backup of the Virtual machine and make it available upon failure
of the primary system,

5. Prepare the daily checklist for tsk v be done on daily basis and update fr repularly
and ensure its operation on the daily hasis,

6. Check logs of each system and take prompt action if any waming or error is found,

7. Prepare and perform Service level agreement (SLA) with required parties whenever
required,
8. Maintain all documentation required for performing all abowve tasks.

(%) SRR GETUR FEEeT

I. Supervise and install and configure compuler hardware operating systems and
applications,

1. Supervise and monRor and maintain computer svstems and networks,

3. Troubleshoot system and network problems and diagnosing and  solving
hardware'software faults,

4. Provide support, including procedural docimentation and relevant reports,
5. Following diagrams and written instructions 1o repair a fault or set up a system,

6. Supervise the installation and confipuration of computer hardware, software,
systems, networks, printers, scanners and other related equipment,

7. Plan and undertake scheduled maintenance upgrades,
8. Maintaining records of soffware licenses,
9. Manage stocks of equipment, consumables and other supplies,

WOTTA HFaTee a4l STaeyTaa geaet
{F| qumrdr gsETes geEeur

1. Carry out timely assessment of operational aspect of DOC core clearance system as
well as sub modules along-with the other systems that are interfaced with the
clearance system,

2. ldentify requirements for additional modules/sub modules and features 1o add in the
core clearance system,

3. In lizison with the development team, carry out the task of inter-connectivity with
other systems that might be cross country or with the other government agencies,

=.:‘_:V' ﬁf}(



a5 e-payment, e-signature. SMS hlﬁi&l mﬁ‘p‘t'h:r value-pdded facilities,

Manage the development tcam. assign tasks and ensure that the software
development cycle i1s followed properly,

Carry out the different phases testing of developed modules,

. In co-ordination with the customs offices carry out pilot and full deplovment of

newly developed modules.

(@ SuTsTRr F5aATe Feasur

B

. Maintain network performance by performing network monitoring and analysis, and

performance tuning; troubleshooting network problems; escalating problems to
vendor,

Secure nerwork by developing nerwork access, monitoring; comrol, mmd evaluamon;
maintaining documentation,

Upgrade network by conferring with vendors; developing, testing, evaluating. and
installing enhancements,

Establish network by eveluating network performance issues including availability,
utilization, throughput, and latency; planning and executing the selection,
installation, configuration, and testing of equipment; defining network policies and
procedures; establishing connections and firewalls,

Orversee the da:-.l-m:ﬂay operation of computer networks including hardware/sofiware
support, training. and special projecis,

. Plan, design and in‘?p!r:mm data connectiviry for local area network (LAN) and wide

area network (WAN) systems,

Research and recommends network snd server hardware and sofrware; assists in
instatling, designing; configuring, and mamEining system hardoare and software

(37} gUTeRT STEE HFECUT

Maintain database performance by calculating optimum wvalues for dambase
parameters; implementing - new releases; completing maintenance requirements;
evaluating computer operating systems and hardware products,

Monitor performance and manage parameters o provide fast query responses 1o
front-end users,

i
-

e B, R

e : ¢ tho-DBMS bei I
Assist in database design, updating and amending existing databases,
Suppon database functions by designing and coding utilitics,
Prepare and implement Disaster recovery plan for DOC,

Carry out the task of archiving data close relation with the data warchouse
procedures,

8. Manage dambase security/integnity and backup procedures,
9. Control access, penmissions and privileges of the staff in DOC, users in offices as

1ﬂ1#rnma?rthmﬁ‘-=ﬂr

well as for external users.
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. Develop and maintain operating um;tmt\f 5Eém-i|3' policy, procedures, standards, and

"
Lk

suidance consistent with available rules and regularions,

. Ensure the conduct of reviews so that all 5;;51:;:15 have effective, quality IT security

documentation in place,

. Conduct self-assessments of the operating unit's IT Security Program that conform

with standards,

Maintain the IT system inventory in accordance with the standards for inventory
management,

Establish & process to ensure that all users receive periodic IT secunty awareness
briefings and are trained to fulfill their IT security responsibilities, and understand
the consequences of non-compliance,

Develop procedures for an IT security awarencss and wraiming program for all
operating unit-personnel, including specialized Iraining as necessary for svsiem
administrators and other users,

Ensure that system owners cstablish processes to ensure:
a. IT personnel are provided specialized training,

b. Access privileges are revoked in a timely manmer (transfer, resignation,
retirement, change of job description) — immediately for individuals being

separnted.
8. Esmblish a process to identify, track, and report on security patch management.
tﬂ@mmm'm

1. Ensure that the :—rastums system is up and running and ensure to provide maximum
uplime of the system,

2. Ensure that e-customs server is up to date and functioning well,

3. Maintain system configurations of each customs office in e-customs and carry out
updates whenever needed,

4. In co-ordination with the DBA, make sure that e-customs sysiem data back ups are

created periodically,

5. Suppor customs offices in introducing new features and modules,

terrwomEEr i T

In co-ordination with e-customs wvendor, camry out updales, paiches or any
enhancement needed in the system,

 Conduct continuous risk assessment of the information technology environment

including operating systems, network infrastructure, the e-customs sysiem and all
peripheral as well as interfaced applications and draw an appropriate audit program,

2. Prepare repons and analyze to communicate audit results for relevant conditions.

3. In consultation with the operations team, investigate cases of thefi or losses arising

from error or fraud affecting the systems and also for any security violations
identified to warrant such investigations,

Apply intemal control concepts in the information technology environment; prepare

gudit reports and audit programs,
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5. Camry out application control mqmm%aﬂmﬁm: the effectiveness of controls over

individual application systems, *-f F T t}\

6, Carry out review of DOC's IT mana ﬁh determine if it has adequate siandards

in place for system development, daia center operations and security, data base
management and sacurity, network administration and overall information security,

7. Primanly, monitor a DOC's information system for possible mismanagement, fraud,

and inefficiency.

worHt AEE Fu FEEr WEEvEe g
(F| FEOas Fea-ur

=)

1.
2,
3.

Configure e-customs system for users and offices,
Liaise with related customs offices and manage for local nisk criteria in the system,

Liaige with the central risk management unit and manage/confipure the national risk
crileria in the sysiem,

Ensure the daily update of sysiem needed information (e.g. exchange rate} and any
other such information,

Carry out user survey and find any enhencement is needed in the e-customs system,
Co-ordinate with development team and help to develop and new enhancements
identified,

Help the development team in testing of the system before roll-out,

Liaise with other ;r.wl:immmt agencies for smooth information exchange between
SVEiems.

FTATHAT TOEEYTSH Feaur

- Accomplish human resource ohjectives by orienting, training, assigning, scheduling,

coaching, counseling stall; communicaling job expectations; planning, monitoring,
appraising, and reviewing job contributions; enforcing policies and procedures,
Achieve operaticnal objectives by contributing information and recommendations 1o
strategic plans and reviews; prepare and complete action plans; Implement
production, productivity. quality; resolve problems; complete audits; identify trends;
determine system improvements and implement changes,

Responsible to thoroughly understand and communicate stakeholder requirements (o
approprate team members, and manage all requirements accordingly to realize each

for the stakeholder,

. Track progress and review project fasks o make cemain deadlines are met

appropriately,

. Work collaboratively with development and operations staff to maintain thorough

knowledge of product capabilities, and ensure that all requirements needed by the
projects are precise,

Define & maintain all implementation processes, manage implementation lifecycle,
coordinate documentation when needed,

. Organize and facilitate project planning, daily stand up mectings, reviews,

refrospectives, release planning, demos and other project related meetings,
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In co-ordination with developmeni
carry out procurement of needed

Develop and drive a high-level QA strategy, as wel]. as take a hands-on approach (o
implementing that strategy,

Lead efforts to develop, document, and implement applicable QA processes and
procedures to provide more effective quality methods within the group in suppornt of
providing quality products,

Create, implement, maintain, and enhance test plans, test scripts, and test
methodologies that ensure exhaustive testing of all assigned software svstems to
ensure compliance with software'system specifications,

Develop software quality test plans and test cases, and lead in setting

“maintaining the standards for Sofreare Quality Assurance test 0T,
. Collaborate with developers to improve overall product quality by emphasizing

defect prevention throughout the development process,

Anticipate potential sofiware problems by creating exhaustive test scenarios that
ensure comprehensive testing,
Docoment all testing resulls in conjunction with test plans,

8. Educate and train peers and subordinates on the QA process and provide guidance 10

them when they are unclear about the process.
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NECAS User Access and Rights in System - Business Units

BU Name  Document Rights Internal Access | Remarks
PolicyMonag | SAD Find Re-route to query | Can view of
ement level = : all Customs
{MoF, DG, View | Offices
DDG) l Print ——
OGA | SAD Find | Can view of
(Crther | View | all Customs
Government Prim | Offices
Agencies
Accordingte | 00 B A
MolJ)

Dol SAD Find Re-route to guery | Canview of
(PCA. (except PCA) | all Customs
Monitoring, View Offices
Valuation, Print
Investigation)
Chiell SAD All | Customs
Customs Accounting and All Chiefwill
| Officer Payment also have all
| Inspection Act | All right assigned
| Examiner /Ehief | All 1o Customs
Examiner | Officer,
Integrated Tarill | View - Inspector. )
| Integrated Tariff - iA.lI | Local .ﬁ.dmm.
= Other taxation | - and other |
| component -> | UsEers.
Taxation list
(Commodities /
company) :
Reference All =
Vahmtion control  All I
Single Window View i
Cargo Manilest View
TP NIRRT TEs == ek T Unloek ™
Data Management | '
-> Manual Capture |
Bank Guarantee | All
' Gate Entry | All
| AW Mobile Client | All
_App
| System LAl
Configuration ->
Serial Numbers fic=
User Profile Al Restrict to creale
| | Admin User.
Customs SAD Al

TV




Officer | Inspection Act |/
| Cargo Manifest 7
| Cargo Manifest > ' Lock ! Unlock
| Data Management |
== Manual Capture |
Control Results | All
Bank Guarantes | All .
| Single Window | View ;
| Reference | View ’ ,
| System Al -
Configumation -> | |
| Senal Numbers |
Gate Entry L All il
Goods Exit _All =
Exit Note Al e
Receipt View ¥
| Cusioms | 8AD ' Find View
Inspector | | Control Results
{ Nayab | |
Subba - . References | View
Revenue) | Inspection Act | All
|r Exit Note L-All
 Cargo Manmifest | View
Single Window | View
 Goods Exit Al I
Bank Guargnice  All |
Gate Entry All
Cashier Cash Declaration | All
'Btﬂk:r' . |. _“_ .
Account Closing Balance | All
{ Account Credit Declaration | All
Officer, Credit Statement | All .
Account) E
Valuation ' Valuation Contrel | All i
Officers
(Cuztoms | . i
OfTcer - | |
- Valwitien :
| Section) |
IT Officer SAD | All
(Customs Taxation list View
Oflice] Taxation list’ View
Commaodities
Codes
Taxation list’ View
“Cﬂmpanil:s
Cargo Manifest View
Cargo Manifest -=> | Lock / Unlock
Data Management
-> Manual Capture

¥ ?'V




iy,
et
o
Broker Consignee AII 2 Ve et
L1t l""I-.;'I"-.-l' '.:2"'_:. |
Company Al : '
Exit Note | All |
 Commodity Codes | View
System | All
Configuration > |
Serial Numbers
' Gate Entry All :
| Reference All |
| Single Window | View |
| Liser Profile I All Restrict o create
' Admin User.
AT Operator | SAD  Create,  View, |
| (Customs Print
| Giifice) | Tmxationlist | View
| Taxation list/ | View
| | Commodities
= . | Codes I
Taxation |ist/ View
| Companies
Manifest [ Wiew |
E-mkn' Cuus:gm:: Yiew
I.lsI
Etn Mote Aldl |
| | Goods E E:ln:;t‘I All |
Giate Entry All !
Commuodity Codes | View i
| Single Window View
Reference View
Admin All All (full access Only for DOC
(DOC IT | 1o the system) IT Section
Section Staff ) | Staff.
Hisk Selectvity Al |
| Management | SAD View, View |
| (DOC Risk criteria, Pring '
Management | Bank Guaranttee | View
Section} Valuation View |
Traders'Self | SAD | Find View Own only
Declarations i Retrieve
(Broker, | New Exportto XML | In retrieve,
Importer /| Impont from XML | can only
Exporter) Impont from XLS | change
i Verify and Manifest
| Validate Number and
| View View Scans f{eh:; s
View Inspection L !
et RM Selection |
! Print only
| Export 1o XML
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T vt _| Print Vehicle Tab
Gate Entry '___Eigli.u?rim Own only
Previous | Find View Ovwn only
Declaration ! B
. National Tariff | Tanff Query |
| References | View '

 Single Window  View

Cargo Manifest  View
Tariff Calculator  All |

Note:
1. Reference includes -> Accounting Transactions, Customs Procedures, Offences,

Operational Environment, Reports, Transaction Control, Transport and Logistics
2. Al extra judiciary rights should preserve in AW System Admin users.
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APPLICATION FOR User Registration ON

Nepal Customs Automation Svstem (NECAS)
1. Contact Details of Liser
Full Name: Employes Code:
Designation:
Phone: e-mail:
2. Work details
Customs Oiice Name:
Dty Office:
Role of User:
4. Authorization . b 3 S A T T gy ¥ )
1 understand that access 1w the NECAS System is intended for Customs purposes only, and
that abuse or misuse of the system may result in the withdrawal of access or disciplinary

B »
Signature (User):

Signature (Chief of the Office):
Name: Mame:
Date;
**The Information Technology Services Section will notify vou once your access is granted,
1T Secton use only i bndtn ot i el

Signature { Authorized person):
| Signature (IT Officer creating the username):
MName: Mame;
Dhate:
Usemame (Employee Code): Password (to be changed on first login):

2" X
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