The Electronic Transactions Act, 2063 (2008)

Date of Authentication and Publication

22 Mansir 2063 ( december 8, 2006)

Act number 27 of the year 2063

An Act promulgated for Electronic Transactions

Preamble

WHEREAS, it is expedient to make, legal provisiofe authentication and
regularization of the recognition, validity, intégr and reliability of generation,
production, processing, storage, communicationtearsmission system of electronic
records by making the transactions to be carriedbyumeans of electronic data

exchange or by any other means of electronic conuations, reliable and secured;

And where as, for controlling the acts of unauthedi use of electronic records or of

making alteration in such records through the dleganner,

Now, therefore, be it enacted by the House of Regpratives in the First Year of the
issuance of the Proclamation of the House of Repitasives, 2063(2007) .

Chapter - 1

Preliminary

1. Short Title, Extension and Commencement(1) This Act may be
called "The Electronic Transactions act,2063 (2008)

(2) This Act shall be deemed to have been commefroed 24 Bhadra
2063 (' sep.2, 2006).

(3) This Act shall extend throughout Nepal andlishiso apply to
any person residing anywhere by committing an akem contravention to
this Act.

2. Definitions: Unless the subject or context otherwise requirethis Act,-



(a)

(b)

(€)

(d)

(€)

(f)

(9)

"Asymmetric Crypto System" means a system thattesea secured
key-pair consisting of a private key creating aitdigsignature and a

public key to verify the digital signature.

"License"” means a license obtained pursuant to seaben (3) of
Section 18.

"Originator" means a person who generates, stonestransmits
electronic records, and this term also includegm@gn who causes any

other person to carry out such functions:
Provided that it shall not include atenmediary.

"Computer" means an electro-magnetic, optical beohigh-speed data
processing device or system, which performs logieaithmetic and
memory functions by manipulating electro-magnetiotical impulses,
and also includes all acts of input, output, psseey, storage and
computer software or communication facilities whete connected or

related to the computer in any computer systenoompaiter network.

"Computer Database" means an information, knowleadgkconcept or
presentation of instructions, which are being pregaor have already
been prepared in word, image, voice or audio visiosin in a
formalized manner or which have been produced bgomputer,
computer system or computer network, with a view use in a

computer, computer system or computer network.

"Computer Network" means an interrelationship befwvévo or more
than two computers having interconnection with eaitier or in contact

of communication.

"Computer System" means a device or a group ofcésyicontaining all
computer programmes including input and output supplevices,
electronic instructions, input and output data tpatforms logical,
arithmetic, data storage and retrieval, commurocatiincluding

controlling functions.



(h)

0)

(k)

()

(m)

(n)

(0)

"Computer Resource" means a computer, computeersystomputer

network, data, computer database or software.

"Subscriber" means a person who has obtained dicad under Sub-

section (3) of Section 31.

"Key Pair" means a private key in an asymmetrigtoysystem and of
pair of public key, interconnected in a mathematioen with the
private key which has a code to verify digital sigure by the public key

to be created from the private key.

"Data" means the presentation of information, kremge, fact and
concept or instructions in any form, which are képta formalized
manner in a computer system or computer networkismstended for

processing the same, or processed or stored impuwter memory.

"Tribunal" means the Information Technology Tribufamed pursuant

to section 60.

"Private Key" means a key of any key pair used rteate a digital

signature.

"Controller" means the Controller appointed or deated pursuant to

section 13.

"Digital Signature” means a signature made in degtenic form to be
included in the transformation of electronic recdryg a person having a
non- transformed initial electronic record and plblic key of signatory
by using a type of asymmetric crypto system thay glaarly ascertain

the following matters:

(1) Whether or not transformation of electronicae was
created by using a type of private key keepinggechkd consistency with

the public key of signatory; and

(2) Whether or not the initial electronic recoréshbeen

changed after the transformation of electronic méco
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"Access" means an opportunity of gaining entryo,ntogical,
arithmetical or resources of memory function of angmputer,
computer system or computer network, giving ingtoms to such

resources or making communication contact with sesburces.

"Appellate Tribunal* means the Information TechmploAppellate

Tribunal formed pursuant to section 66.

"Certificate” means a Digital Signature Certificaissued by the

Certifying Authority under Section 30.

"Certification Practice Statement” means any statdmssued by a
Certifying Authority to specify the practices to lapplied by the
Certifying Authority while issuing a Digital Signate Certificate.

"Certifying Authority" means a certifying authorityhich has obtained
a license to issue a Digital Signature Certifiaateder Sub-section (3) of
Section 18.

"Addressee" means a person receiving the procetsetlonic record as

intended by the originator.
Provided that it shall not include an intermediary.

"Electronic Record"” means the data, record, imagsond transmitted,
received or stored in an electronic form by gemegathe same through

any means.

"Electronic Form" means a form of information tram&ed, received or
stored by generating the same through the meansaghetic, optical,

computer memory or similar other devices.

"Public Key" means a key of any key pair used teaifyedigital

signature.

“Information” means the data details of the scdptexts, images,

sounds, codes, computer programmes, software angduter databases.



()

(aa)

(ab)

(ac)

(ad)

"Information system” means a system to generatedyme, transmit,
receive, store and display information or to prectt®e same by other

method.

Software" means any specific part of computer sysseich as system
software and application software having the capafor operating

computer hardware.

"Computer Accessory” means a technology such agpetanresource,
the information used by any institution in its mess, a software-like
item produced or purchased by such an institutioardware and

computer network.

"Government Authority" means a Ministry, Secretaridaepartment of
Government of Nepal or the Offices thereunder, Gut®nal Body or
the Offices thereunder, Court or Tribunal or Offmiethe Nepal Army

and it shall also includes other Offices of theigEirmature.
"Public Institution"” means the following institutie:-

(1) A company, bank or board whether fully or g owned or
controlled by Government of Nepal , or a Commissagency,
authority, corporation, enterprise board, centogincil and other
corporate body of the similar nature establishedSoyernment

of Nepal pursuant to the laws prevailing.

(2) A university, school, research centre, ancotimilar academic
or educational institutions operated by Governnaniepal or
which have been receiving a full or partial gramoni

Government of Nepal,

(3) The Local Bodies formed under the Local Seativ&nance Act,
1998 (2055 B.S);

(4) The Institutions run on the loan, grant or rgméee of

Government of Nepal;



(5) The Institution which is fully or partially aved or controlled by
the institution referred to in sub-Clauses (1), (@) or (4) or

which receiving grant from such institution;

(6) Any other Institutions prescribed by Governmeh Nepal as a
public institution by a notification published irhe Nepal

Gazette.

(ae) “Prescribed” or “As prescribed” means prescribedasrprescribed in

Rules framed under this Act.
Chapter - 2

Provisions Relating to Electronic Record and DigithSignature

Authencity of Electronic Record (1) Any subscriber may, subject to the

provisions of this section, authenticate to anyctetmic record by his/her

personal digital signature.

(2)  While authenticating the electronic record parg to Sub-
section (1), an act of transforming such electraeicord to other electronic
record shall be effected by the use of asymmetrypto system and hash

function.

Explanation: For the purpose of this section, "hash functim@ans the acts of
mapping of algorithm or translating of a sequendebits into another,

generally smaller, set yielding the same hash résuh any record in the same
form while executing the algorithm each and evenyetby using the same
record as an input, infeasible to derive or reaoicstany record from the hash
result produced by the algorithm from the compatapoint of view, and

making the two records, which produce the samd masult by using the

algorithm, computationally infeasible to derive.

(3) Any person may verify the electronic recordusing the public

key of the subscriber.



Legal Recognition of Electronic_Recral: Where the prevailing law

requires any information, documents, records orahgr matters to be kept in
written or printed typewritten form, then, if suictiormation, document, record
or the matter is maintained in an electronic foyrfudfilling the procedures as
stipulated in this Act or the Rules made hereunslech electronic record shall

also have legal validity.

Legal Recognition of Digital Signatue: Where the prevailing law requires

any information, document, record or any other emattto be certified by
affixing signature or any document to be signedahy person; then, if such
information, documents, records or matters arefiggttoy the digital signature
after fulfilling the procedures as stipulated insttAct or the Rules made

hereunder, such digital signature shall also hagallvalidity.

Electronic Records to be Kept SafelyWhere the prevailing law requires

any information, document or record to be keptlgdfe any specific period of
time and if such information, document or recor@ &ept safely in an
electronic form, by fulfilling the following conddn,, such information,

document or record shall have legal validity ifttisa

(@) kept in an accessible condition making available & subsequent

reference,

(b) kept safely in the format that can be demonstratdgect to presenting
again exactly in the same format in which they wariginally generated

and transmitted or received or stored,

(c) kept making the details available by which the ioriglestination and

transmission or date and time of receipt can betified,

Provided that the provision of this Clause shatl lo® applied in regard to any
information to be generated automatically for thepose of transmitting or

receiving any record.

Electronic Record May Fulfill the Requirement of Stbmission of any

Original Document: Where the prevailing law requires that any recdralls




have to be submitted or retained in its main ogioal form or kept safely,
then, such requirement shall, if the following terare fulfilled, be deemed to

have been satisfied by the electronic records:

(@) If there exits a ground as prescribed thatbmbelieved that any type of
change is not made in such record by any meanstfrerfist time of its

generation in electronics form,

(b)  If such record is of the nature where thera compulsion of submitting
such document to any person it could be clearlyvshim such a person

to whom it requires to do so.

Secured Electronic Reords: If the verification has been made as prescribed

in connection with the matter as to whether or aoy type of changes are
made into the electronic records generated withapplication of security
procedures as prescribed, such electronic recdrdd be deemed to be a

secured electronic records.

Secured Digital Signature Where any digital signature made in electronic

record has been examined in a manner as presonttedhe application of
such security procedure as prescribed, then, sigitaldsignature shall be

deemed to be a secured digital signature.

Chapter - 3

Provision Relating to Dispatch, Receipt and Acknovddgement of

10.

Electronic Records

Electronic Record to be Attributed to Originator: (1) Any specific

electronic record shall, in case of any of thedwihg conditions, be attributed

to the originator:

(@) If such an electronic record was transmittgdthe originator

him/herself,



11.

(b)  If such an electronic record was transmittgdalperson who had
the authority to act on behalf of the originatorespect of such

an electronic record,

(c) Such an electronic record was transmitted uiino any
information system that was programmed by the waigir or on

behalf of the originator to operate automatically.

(2) If any condition exists as prescribed in extpof electronic
record transmitted pursuant to Sub-section (1) atidressee shall assume that
such an electronic record is attributed to anyi@aer originator and shall

have the authority to act thereon accordingly.

Procedure of Receipt and Acknowledgement of Electroc Record

(1) Where the originator requests the addressee tramsmit the
acknowledgement or receipt of electronic recorthattime of or before the
dispatch of such electronic record or where theran agreement between the
originator and addressee to transmit the acknowelegagt or receipt of such an
electronic record, then, the provisions of Subieest(2), (3) and (4) shall be
applied in relation to the receipt and acknowledgeimof such an electronic
record.

(2) Where there is no agreement between the natigi and
addressee that information or acknowledgement e#ipé of electronic record
Is to be given in a particular format or by a par@r manner, such an

information or receipt may be given as the follogvin

(@) by automated or any other means of commuartadty the

addressee,

(b) by any conduct of the addressee sufficienintbicate that the

originator has received electronic record.

(3) Where the originator has stipulated in relatto any electronic
record that such an electronic record shall beibghdn him/her only after the

receipt of information or acknowledgement of ret@fpsuch electronic record
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from the addressee, then, unless the informati@ckmowledgement of receipt
of such an electronic record has been so receroed &dddressee, the electronic

record shall not be deemed to have been transnijtéale originator.

(4)  Where the originator has not stipulated that electronic record
shall be binding only on receipt of such acknowksdgnt, and where the
originator and addressee have not agreed uponver i@t specified any time
for acknowledgement of such receipt of electroeicord, then, the originator
shall have to receive such acknowledgement of peadi such an electronic
record from addressee within a specified time ass@ibed. If such
acknowledgement of receipt is not received fromreslske, then, such an
electronic record shall be deemed to have not besnsmitted by the

originator.

(5)  Other procedures of receipt of acknowledgdanenelectronic

record shall be as prescribed.

Time and Place of Dispatch and Receipt of Electroni Record (1)

Save as otherwise agreed between the originatothenalddressee, the dispatch
of an electronic record occurs when it enters artonformation system outside

the control of the originator.

(2) Save as otherwise agreed between the originatal the
addressee, the time of receipt of an electroniortkshall be determined as

prescribed.

(3) Save as otherwise agreed between the originata the
addressee, an electronic record shall be deemkdvi® been dispatched from
the place where the originator has his/her placebudginess and shall be
deemed to have been received at the place wheradthessee has his/her

place of business.

Explanation: For the purpose of this Sub-section "the placebo$iness”

means:

10
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14.

(@) In case the originator or the addressee ha® rni@n one place of
business, the place of business means the placee vitne concerned

business shall be operated

(b)  If the originator or the addressee does notlaplace of business, their

place of residence shall be considered their pp&teisiness.
Chapter 4

Provisions Relating to Controller and Certifying Authority:

Appointment __of the Controller _and _other Employees: (1)

Government of Nepal may, by notification in thepdeGazette, designate any
Government officer or appoint any person who hgaslifications as

prescribed in the office of the Controller.

(2) Government of Nepal may, in order to agsistController
to perform his/her functions to be performed urtties Act, appoint or assign a
Deputy Controller and other employees as requifEde employees so
appointed or assigned shall perform their functionder the general direction

and control of the Controller.

Functions, Duties and Powers of the Controller

The functions, duties and powers of the contrdtell be as follows:-
(@) Toissue a license to the certifying Authqrity

(b) To exercise the supervision and monitoring rotlee activities of

Certifying Authority,

(c) To fix the standards to be maintained by tgny authority in respect

to the verification of digital signature,

(d)  To specify the conditions to be complied withthe certifying authority

in operating his/her business,

(e) To specify the format of the certificate anohients to be included

therein,

11
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16.

0] To specify the procedures to be followed b ttertifying authority
while conducting his/her dealings with the subsengh

(@) To maintain a record of information disclogsdthe certifying authority
under this act and to make provision of computealokese accessible to

public and to update such database,
(h)  To perform such other functions as prescribed.

License to be obtaired: No person shall perform or cause to be performed

the functions of a certifying authority without taiming a license under this
Act.

Application to be submitted for a License (1) Any person willing to

work as Certifying Authority by issuing a certifteaunder this Act and who
has the qualifications as prescribed shall haveutomit an application to the
controller in a format as prescribed accompaniedaldfge as prescribed for

obtaining a license for the certification.

(2) The applicant applying under Sub-section (1allshlso attach the

following documents:
(@) Detalls regarding certification,

(b) Documents to prove the identification and figation of the

applicant,

(c)  Statements specifying the financial resourbasjan resources and

other necessary facilities,
(d)  Such other documents as prescribed.

(3) The controller may, if he/she thinks necessask the applicant
to serve additional documents and details in caiorecto examine the
appropriation of the applicant as to perform thenction of Certifying
Authority. If the necessary additional documentd details are so asked, no
actions shall be taken upon the application of dipplicant unless he/she

submits such documents and details.

12
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18.

19.

Other Functions and Duties of the Certifying Authoiity:

Other functions and duties of the certifying auityprother than those to

issue a certificate, to suspend or revoke it, db&akhs prescribed.

Procedure for granting of a license (1) The Controller may, on receipt of

an application under section 16, after considetirggqualification of applicant
and also the documents and statements decide ujbim \& period of two
months of receipt of such application whether or succh a person possesses
the financial, physical and human resources, ahdrdacilities as prescribed
and whether or not a license should be issueddio ao applicant and a notice

to that effect shall be given to him.

(2)  While deciding upon the issuance of a licemsder Sub-section
(1), the Controller may inspect the facilities,dntial and physical resources of

the applicant.

(3) If the Controller decides to issue a licenadar Sub-section (1),
a license in the prescribed format shall be isgadtle applicant specifying the
period of validity of the license and also the terand conditions to be

followed by him.

(4)  Other procedures relating to the issuance lafemse shall be as

prescribed.

Renewal of License: (1) A license obtained by Certifying Authorityath

have to renew in each year,

(2) A Certifying Authority desirous to renew thednse under Sub-
section (1), shall have to submit and applicatiothe prescribed format to the
Controller at least two months prior to the expifythe period of validity of

such a license along with such renewal fee as pbest;

(3) If an application is submitted for renewalden Sub-section (2),
the Controller shall have to decide whether to wetige license or not, after
completing the procedures as prescribed one mardh tp the expiry date of

validity of such a license,

13



(4)  While deciding to reject to renew a license #pplicant shall be

given a reasonable opportunity to present hisfaement in this regard.

License may be suspended1) If the documents or statement and statement

of financial and physical resources submitted lgydertifying authority before
the Controller in order to obtain a license arenfbuncorrect or false or the
conditions to be complied with in course of opematiof business is not
complied with or this Act of the Rules framed heréer are found to be
violated, the Controller may suspend the licensthefcertifying authority till

the inquiry in this regard is completed.

Provided that, Certifying Authority shall be givethe reasonable

opportunity to present his/her defense prior tdhssuspension of a license.

(2)  Other procedures concerning suspension of deeand other

provisions related thereto be as prescribed.

License may be revoked(1) If the controller believes, after completion of

an inquiry in connection to any activity of Certiig Authority, made duly, as
prescribed, that any of the following circumstant@se been occurred, the
Controller may revoke a license issued under tlus &t any time, as he deems

to be appropriate:

(@) If the Certifying Authority fails to comply withhie liabilities under this

act and the rules made thereunder.

(b) If it is found that the Certifying Authority hasulsmitted false or
incorrect document or statement at the time of stiioig an application

for obtaining a license or for its renewal, ast¢hse may be.

(c) If the Certifying Authority operates business irtisia manner so that it
shall make adverse effect to the public interesttamrthe national

economy,

(d) If the Certifying Authority commits any act thatdefined as an offence

under this Act or the Rules framed hereunder.

14
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23.

24.

(2)  The Controller shall, prior to revocation ofieense under Sub-
section (1), provide a reasonable opportunity t® @ertifying Authority to

present his/her defense.

(3) Other procedures concerning revocation ofcanke shall be as

prescribed.

Notice of Suspension or revocation of a Licensg1) Where a license of

any Certifying Authority is suspended or revokediemSection 20 or 21, as
the case may be the Controller shall give a writtetice to the Certifying

Authority of such suspension or revocation, as ¢hee may be, to such a
certifying Authority and shall keep such a notinehis computer database and

also publish in the electronic form.

(2) The Controller shall publish the notice of smisgion or
revocation of a license at least in two daily neaysp's in Nepali and English

languages for two times.

Provided that, there shall be no effect to any gdewiof suspension or
revocation, as the case may be, made by the Clemttmider Section 20 or 21,

merely on the ground of non-publication of suclotiae.

Recognition to Foreign Certifying Authority may be given: (1) The

Controller may with the prior approval of GovernrhehNepal, and subject to
such conditions and restrictions as may be presdriby notification in the
Nepal Gazette, recognize any Certifying Authoritigorhas obtained a license
to certify under any foreign law. Any foreign Cé&ing Authority so
recognized may issue the certificates under this éw the Rules made

thereunder throughout the Nepal.

(2) The procedures to be adopted in providing gmognition to a
foreign Certifying Authority as referred to in Ssgbetion (1), shall be as

prescribed.

The Controller may issue Orders (1) The Controller may, in order to

cause to fulfill the responsibilities in regardissuance of a certificate by the

15
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26.

27.

Certifying Authorities, issue directives, from tirt@time. It shall be a duty of

the Certifying Authority to comply with such direas.

The Controller may delegate paer: The Controller may, in order to

perform the function to be performed by him/heregelte to any officer
subordinate to him/her to exercise all or any sfti@er powers under this Act or

the Rules framed thereunder.

The Controller_may _investigae: (1) The Controller may, if he/she

believes that this Act or the Rules framed hereuade not complied with by
the Certifying Authority or by other concerned mersconduct him/herself or

cause any officer to conduct necessary investigatiadhat regard.

(2) It shall be a duty of Certifying Authority tossist the

investigations, referred to in Sub-section (1).

(3) The procedure to be followed by the Controlkerany other
officer in respect to investigation referred to Smb-section (1) shall be as

prescribed.

Performance Audit of Certifying Authority: (1) The Controller may

conduct or cause to be conducted performance atittie Certifying Authority

in each year.

(2) The Controller may, for the purpose of the parfance audit
referred to in Sub-section (1), appoint any recogti auditor, who has

expertise in computer security or any computer gxpe

(3) The Controller shall publish the report of gherformance audit
in the electronic form made under Sub-section {L)raintaining in his/her

computer database.

(4)  The qualification of the performance auditor@muneration and

the procedures of such audit shall be as prescribed

16



(5)  The Controller shall fix the standard of thevese of Certifying
Authority and publish a notice thereof publicly ftre information to the

public-in-general.

28. The Controller to have the Access to Computers andata: (1) The

Controller shall, if there is a reasonable groumduspect that provision of this
Act and Rules framed hereunder has been violategt the power to have the
access to any computer system, apparatus, ded&es,information system or
any other materials connected with such system.

(2) The Controller may, for the purpose of Sub4seci(1), issue
necessary directives to the owner of any computstem, apparatus, device,
data, information system or any material conneutgkd such system or to any
other responsible person to provide technical berotooperation as he/she
deems necessary.

(3) It shall be the duty of the concerned personamply with such
directive issued under Sub-section (2).

29. Record to be maintained (1) The Controller shall maintain records df al

Certificates issued under this Act.

(2) The Controller shall, in order to ensure thevamy and security

of the digital signatures, perform following furans:
(@) To use Computer Security System,

(b) To apply security procedures to ensure the privany

integrity of digital signature,
(c) To comply with the standard as prescribed,

(3) The Controller shall maintain and update corapméd data base
of all public keys in a computer system.

(4) For the purpose of verification of Digital Sajare, the
Controller shall make available a public key to geyson requesting for such a
key.

17
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31.
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Chapter-5

Provisions Relating to Digital Signature and Certifcates

Certifying Authority _may issue a_Certificate: Only a licensed or

recognized Certifying Authority under this Act mesgue a Digital Signature

Certificate.

Apply to obtain a Certificate: (1) Any person desirous to obtain Digital

Signature Certificate may apply to the Certifyingtority in such a format

along with such fee and other statements as pbestri

(2)  On receipt of an application under Sub-secfijnthe Certifying
Authority shall have to decide whether to issuenot a certificate to the

applicant within one month of such application sceived.

(3) The Certifying Authority shall, if it decides issue a certificate
under Sub-section (2), issue a Digital Signaturetifzzate within seven days
affixing his signature in a prescribed format withe inclusion of such
statements as prescribe and if it decides to régedsue such certificate, the

applicant shall be notified the reasons for regactvithin seven days.

Certificate may be suspended (1) Certifying Authority may suspend the

Certificate in following circumstances:

(d) If the subscriber obtaining the certificate or apgrson
authorized to act on behalf of such a subscrilegpiests to

suspend the certificate.

(e) If it is found necessary to suspend the certifictiat

contravenes public interest as prescribed.

(f) If it is found that significant loss might be cads® those
persons who depend on the certificate by the redisan
provisions of this Act or the Rules framed hereundere

not followed at the time of issuance of the cagéife, and if

18



33.

34.

2)

the controller instructs to suspend the certifichtering

specified the above ground.

Grounds and procedures for suspension and seeled the

suspended certificates shall be as prescribed.

Certificate may be revoked (1) The Controller or the Certifying Authority

may revoke a Certificate in following conditions:

2)

(@)

(h)

(i)

@)

(k)

()

(m)

Where the subscriber or any other person authobydum

requests to revoke a certificate,

If it is necessary to revoke in a certificate thahtravenes

the public interest as prescribed,
Upon the death of the subscriber,

Upon the insolvency, winding up or dissolution difet
company or corporate body under the prevailing Jaws

where the subscriber is a company or a corporatg.bo

If it is proved that a requirement for issuance tbé

Certificate was not satisfied.

If a material fact represented in the certificaeroved to

be false.

If a key used to generate key pair or security esysivas
compromised in a manner that affects materially the

Certificate's reliability.

The procedures to be followed by the Controtie Certifying

Authority with respect to revocation of a Certifieashall be as prescribed.

Notice of Suspension or Revocation(1) Where a Certificate is suspended

or revoked under sections 32 or 33, the Certifyhughority or the Controller,

as the case may be, shall publish a public nokieeebf maintaining its record

in their repository.

19



(2) It shall be the responsibility of the CertifgirAuthority or the
Controller, as the case may be, to communicatesthiscribers as soon as

possible on suspension or revocation Certificates.
Chapter-6

Functions, Duties and Rights of Subscriber

35. To Generate Key pair: (1) Where any Certificate issued by the Certifying

Authority and accepted by subscriber, consistingaofpublic key which
corresponds to the key pair and to be listed i SSertificate and if such key
pair is supposed to be generated by the subsaooigr then the subscriber

shall generate such key pair by applying the secasgmmetric crypto system.

(2) Notwithstanding anything contained in Sub-s@cti(1), if a
Certifying Authority and the subscriber have codeld an agreement or the
Certifying Authority has accepted any specific systregarding the security
system to be used to generate the key pair, thieshall be the duty of
subscriber to apply the security system as specifieagreement or accepted

by the Certifying Authority.

36. To Accept a Certificate (1) The certificate shall be deemed to have been

accepted by the subscriber in the following condst

(n) If he publishes such a certificate or authorizepublish to

one or more persons, or

(o) If there exists any ground of his acceptance tohsuc

certificate which may cause to believe it.

(2)  If the certificate is accepted it shall bexhed that the subscriber,
by that reason, has guaranteed to all who reaspmalyl on the information

contained in the certificate that-

(@) The subscriber holds the private key correspontbritpe public

key and is entitled to hold the same,
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(b)  All representations and information made by thesstiber to the
Certifying Authority in course of issuance of tbertificate are
true and correct and all facts relevant to the riméttion

contained in the certificate are true, and

(c) All information mentioned in the certificate is, tthe best

knowledge of subscriber, is true and correct.

To retain the private key in a secured manner(1) Every subscriber shall

exercise reasonable care to retain control of theaje key corresponding to
the public key listed in the Certificate and adafitmeasures to prevent its

disclosure to a person not authorized to affixdigital signature of subscriber.

(2) If the private key has been disclosed or coomigsed by any
reason whatsoever, then, the subscriber shall concate the same without
any delay to the Certifying Authority and on redegd such information the

Certifying Authority shall immediately suspend swucRertificate.

(3) If a certificate is suspended under this Acshall be a duty of
the subscriber to retain the private key under #astion in a safe manner

throughout the duration of such suspension of {leate.

To Deposit the Private Key to the Controller (1) If the Controller

thinks, in order to protect the sovereignty or gniy of Nepal, to maintain the
friendly relations with friendly countries, to mém the law and order, to
prevent from committing of any offence under therdgprevailing, and or in
other conditions as prescribed, necessary to iasumder to any subscriber to
deposit the private key to him/her specifying reafwere for, such a subscriber

shall immediately deposit the private key to thentCaller.

(2)  The controller shall not inform any unautlzed person about the

private key deposited as per sub section (1).
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Chapter-7

Electronic Record and Government use of Digital Siospture

Government Documents may be published in_electronidorm: (1)

Government of Nepal may also publish ordinance,, ARRtles Bye-laws,
Formation Orders or notifications or any other e&tin the electronic form

which are published in the Nepal Gazette undeptheailing laws.

(2) Where the prevailing law provides for the fgirof any form,
application or any other document or any recordega@enerated or retained or
secured and or any license or permit or approvalectificate to be issued or
provided or any payment to be made in any Goverhragency, or public
entity or in any bank or financial institution opéng business within the
Nepal, it may be filed, generated, retained or securegsued or granted in
electronic form or payment may be made in eleccomhode of
communication, and, it shall not be denied to previhe legal validity to such
form, application, document record, license, pemniapproval, certificate or
payment on the ground of the use of electronic foom electronic

communication mode.

To Accept the Document in Electronic Form (1) Government agency

or public entity or bank or financial institutiomperating business within the
Nepal may also accept any document and paymeng submitted or paid to
them under the prevailing law in electronic form trough any electronic
mode and if such documents and submitted or paymemiade, as the case
may be, it shall not be denied to grant legal redamn merely on the ground

that it was accepted electronic form or through elegtronic mode.

(2) Notwithstanding anything contained in Sub-s@ctti(l) no
Government agency or public entity or bank of ficiahinstitution operating
business within the Nepal shall, except in the d@rs as prescribed and

government agencies as prescribed, be compelledctept any document or
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payment in electronic form, and such an agencynsiitution shall, except in
the conditions and agency as prescribed, not comtapahy other persons to
accept any document in electronic form or the payrtierough any electronic

form.

(3) For the purpose of Sub-section (1), the prowigielating to the

procedure, process and format to be followed stsafirescribed.

Use of Digital Signature in Government Offices (1) Where it is

required that the concerned person shall havefto l@t/her signature in any
document or record for verification of such documem record to be
transmitted or issued by any Government agencyubli@ entity or bank or
financial institution operating business within tNepal or to be accepted by
such agency or institution then, Government of NMempay, if it thinks
appropriate, make a provision to use digital sigretinstead of such a

signature.

(2) Notwithstanding anything contained elsewhere tims Act,
Government of Nepal may, for the purpose of thevigion made in Sub-
section (1), prescribe additional security procedtor the verification and

authentication of such digital signature.

(3) Provisions regarding the Certifying Authoritynca Digital
Signature Certificate to be used by the governrmagetcy or entity referred to

in Sub-section (1), shall be as prescribed.
Chapter —8

Provisions Relating to Network Service

Liability of Network Service Providers: Intermediaries providing their

services as network service providers shall unkertiae following liabilities in

regard to such service provided by them:

(@) Liabilities referred to in the agreement made witle subscriber in

regard to service provision,.
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(b) Liabilities referred to in the license of networkgce providers, and,
(c)  Any such other liability as prescribed.

Network Service Provider not to be Liable Notwithstanding anything

contained in Section 42, no network service pravglall be liable to bear any
criminal or civil liability arising from any fact rostatement mentioned or
included in the information or data of the thirdrigamade available in
electronic form by him/her merely on the groundtttmee/she has made

available the access to such information or data.

Provided that, such a person or institution prowgdnetwork service
shall not be relieved from such liability, if heéshas made available access to
such information or data with the knowledge thay dact or statement
mentioned or included in such information or dadatavene this Act or Rules

framed hereunder.

Explanation: For the purpose of this section" Third Party" mea net work
service provider who provides service as internmgdand any person over

whom there is no control of the network servicevater.
Chapter -9

Offence Relating To Computer

To Pirate, Destroy or_ Alter computer _source cde: When computer

source code is required to be kept as it is posifar the time being the
prevailing law, if any person, knowingly or with tafide intention, pirates,
destroys, alters computer sources code to be wsemhf/ computer, computer
programme, computer system or computer networkaoise, other to do so,
he/she shall be liable to the punishment with isgorment not exceeding three

years or with a fine not exceeding two hundred slama Rupees or with both.

Explanation: For the purpose of this section "computer sowa#e" means

the listing of programmes, computer command, commpdesign and layout

and programme analysis of the computer resouraayrform.
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Unauthorized Access in_Computer Magrials: If any person with an

intention to have access in any programme, infdonabr data of any
computer, uses such a computer without authooizaif the owner of or the
person responsible for such a computer or evemencase of authorization,
performs any act with an intention to have accessamy programme,
information or data contrary to from such authdr@a such a person shall be
liable to the punishment with the fine not excegdiiwo Hundred Thousand
Rupees or with imprisonment not exceeding threesyeawith both depending

on the seriousness of the offence.

Damage to _any Computer _and Information Syste: If any person

knowingly and with amala fide intention to cause wrongful loss or damage to
any institution destroys, damages, deletes, althssyupts any information of
any computer source by any means or diminishesevahd utility of such
information or affects it injuriously or causes gogrson to carryout such an
act, such a person shall be liable to the punishmvéh the fine not exceeding
two thousand Rupees and with imprisonment not elngehree years or with
both.

Publication of illegal materials in _electronic form (1) If any person

publishes or displays any material in the electranedia including computer,
internet which are prohibited to publish or display the prevailing law or
which may be contrary to the public morality or éetcbehavior or any types
of materials which may spread hate or jealousyreganyone or which may
jeopardize the harmonious relations subsisting gtbe peoples of various
castes, tribes and communities shall be liablhéopunishment with the fine
not exceeding One Hundred Thousand Rupees or tghmprisonment not

exceeding five years or with both.

(2) If any person commit an offence referred toSub-section (1)
time to time he/she shall be liable to the punishinier each time with one and

one half percent of the punishment of the prevmusishment.
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Confidentiality to Divul ge: Save otherwise provided for in this Act or Rules

framed hereunder or for in the prevailing law, nfygperson who has an access
in any record, book, register, correspondence riméion, documents or any
other material under the authority conferred unitdés Act or Rules framed
hereunder divulges or causes to divulge confiditytiaf such record, books,
registers, correspondence, information, documents nmaterials to any
unauthorized person, he/she shall be liable toptm@shment with a fine not
exceeding Ten Thousands Rupees or with imprisonmehtexceeding two

years or with both, depending on the degree obffence.

To inform False statement If any person with an intention to obtain a

license from Certifying Authority under this Act arith any other intention
either to Controller or with an intention to obtdimgital Signature Certificate
or with any other intention conceals statement kngly or lies any statement
to be submitted to the Certifying Authority anydalstatements shall be liable
to the punishment with a fine not exceeding Onedied Thousands rupees

or with an imprisonment not exceeding two yearwitin both.

Submission _or Display of False License or Certifigas (1) If any

person who works as a Certifying Authority withautlicense issued by the
Controller under this Act, shall be liable to thengshment with a fine not
exceeding one hundred thousands Rupees or withngmisonment not

exceeding two years or with both, depending orossriess of the offence.

(2) Any person without obtaining a license frone tiCertifying
Authority publishes a fake license or false stateime regard to license or
provides to any person by any other means, shaliabée to the punishment
not exceeding one hundred thousand Rupees in seevdaere the act referred

to in Sub-section (1) has not been accomplisheslbii a person.

(3) If any person publishes or otherwise makeslala a certificate
to any other person by any means knowingly thagréficate is not issued by
the Certifying Authority referred to in such a diecate or the subscriber listed

in such certificate has not accepted the certéicatsuch a certificate is already
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suspended or revoked, shall be liable to the puomesit with a fine not
exceeding one hundred thousands Rupees or withngmisonment not

exceeding two years or with both.

Provided that, if such a certificate suspendecewoked is published or
provided for the purpose of verification of the Dad) Signature before it was
suspended or revoked, it shall not be deemed te leen committed an

offence under this Sub-section.

Non-submission of Prescribed Statements or Document(1) If any

person responsible to submit any statement, docuroenreport to the
Controller or Certifying Authority under this Actr &kules framed hereunder,
fails to submit such statement, document, or repattiin the specified time
limit, such a person shall be liable to the punishtrwith a fine not exceeding

fifty thousands Rupees.

(2)  Any person who fails to maintain duly any boodgister, records
or account and in a secured manner to be maintaingdand in a secured
manner under this Act or Rules framed hereundell $te liable to the

punishment with a fine not exceeding fifty thousaRlipees.

To commit computer fraud: If any person, with an intention to commit any

fraud or any other illegal act, creates, publisbestherwise provides digital
signature certificate or acquires benefit from pagyment of any bill, balance
amount of any one's account, any inventory or ATavdcin connivance of or
otherwise by committing any fraud, amount of theaficial benefit so acquired
shall be recovered from the offender and be givetiié person concerned and
such an offender shall be liable to the punishraetiit a fine not exceeding one
hundred thousand Rupees or with an imprisonmenéxageding two years or
with both.

Abetment to commit computer related offence A person who abets

other to commit an offence relating to computerarrtflis Act or who attempts

or is involved in the conspiracy to commit suchofience shall be liable to the
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punishment with a fine not exceeding fifty thousaRilipees or with
imprisonment not exceeding six months or with bolgpending on the degree

of the offence.

Punishment to the Accomplice:A person who assists others to commit

any offence under this Act or acts as accompligearly means shall be liable

to one half of the punishment for which the prirtifs liable.

Punishment in _an offence _committed outside Nepa Notwithstanding

anything contained in the prevailing laws, if argrgpn commits any act which
constitutes an offence under this Act and whichoimes the computer,
computer system or computer network system locatedepal, even though
such an act is committed while residing outside &llep case may be filed

against such a person and shall be punished angtydi

Confiscation: Any computer, computer system, floppy, compacksiisape

drivers, softwares or any other accessory devicesl tto commit any act
deemed to be an offence relating to computer utiderAct shall be liable to

confiscation.

Offences Committed by a corporate bdy: (1) If any act is done by a

corporate body which deems an offence under this &sch an offence shall
be deemed to have been committed by a person whaegponsible as chief
for the operation of the corporate body at the tioiecommitting such an

offence.

Provided that, if the person who was responsiblea ashief for the
operation of such a corporate body proves that ancbffence was committed
without his/her knowledge or that he/she exerciabdeasonable efforts to

prevent such an offence, he/she shall not be liakllee guilty.
(2)  Notwithstanding anything contained in Sub-gect(1), if it is
proved that any offence under this Act committedaliyorporate body with the

consent or in knowledge or by the reason of neglg of a director, manager,

secretary or any other responsible person of suchocate body, such an

28



58.

59.

60.

61.

offence shall be deemed to have been committeditdy & corporate body and
by a director, manager, secretary or other resptngperson of such a

corporate body.

Other Punishment If any violation of this Act or Rules framed hereian

has been committed, for which no penalty has beparately provided, such a
violator shall be liable to the punishment with iaef not exceeding fifty
thousand Rupees, or with an imprisonment not exugeslx months or with
both.

No Hindrance to Punish Under the Laws prevaitig: If any act deemed to be

an offence under this Act shall also be deemedetartother offence under the
laws prevailing, it shall not be deemed to havenld@adered by this Act to file

a separate case and punish accordingly.
Chapter-10

Provisions Relating to Information Technology Tribunal

Constitution of a Tribunal: (1) Government of Nepal shall, in order to

initiate the proceedings and adjudicate the offenm@ncerning computer as
referred to in Chapter -9, constitute a three menhbi®rmation Technology
Tribunal consisting of one member each of law, imfation Technology and
Commerce by notification in the Nepal Gazette framongst the persons who

are qualified under section 60.
(2) The Law Member shall be the chairperson ofTthieunal.
(3) The Tribunal shall exercise its jurisdictiongescribed.

(4)  Any person aggrieved by an order or a decisiade by Tribunal
may appeal to the Appellate Tribunal within thifiye days from the date of

such order or decision, as the case may be.

Qualification of the Member of the Tribunal: (1) Any person who has

the knowledge in information technology and, wh@isvho has been or who
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is qualified to be a judge in the District Courthall be eligible to be a law

member of the Tribunal.

(2) A Nepalese citizen who holds at least mastgretein computer
science or information technology and who has adtl¢hree years experience
in the field of electronic transactions, informatidechnology or electronic
communication, shall be eligible to be a informatiechnology member of the

Tribunal.

(3) A Nepali citizen who holds at least mastegrde in management
or commerce and who has specialization in thel fiélelectronic transaction
and who has at least three years experience irethted field shall be eligible

to be a commerce member of the Tribunal.

Terms of office, remuneration and conditions of sefice of the

Member of Tribunal: (1) The term of office of a member of the Tribunal

shall be of five years and he/she shall be eligieeappointment.

(2) Remuneration and the terms and conditions efs#rvice of a

Member of the Tribunal shall as prescribed.

(3) Every Member of the Tribunal shall, before asmg his/her
office, take the oath of his/her office and secreeyore the Chief Judge of

Appellate Court in a format and in a manner asqoiiesd.

Circumstances under which office shall be fallen acant and filling

up of vacancy (1) Office of a Member of the Tribunal shall falen

vacant in the following circumstances:
a) On expiry of terms of office,
b) On attainment of sixty three years of age.
C) On death,
d) If one tenders resignation,

e) If one is convicted by a court on any criminal oife involving

moral turpitude, or
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f) If it is proved that one has misbehavior or has obez
incompetent to perform one's duty while making aquiry by
Government of Nepal on the charge that one hasem&bor
against one's office or has become incompetenetfopn one's

duty.

Provided that, a Member of the Tribunal charged eunthis

Clause shall given a reasonable opportunity torgefdais/her case.

(2) Notwithstanding anything contained in Clausk ff the
law member of the Tribunal is a sitting judge, whrhaking such an
inquiry, it shall be done in accordance with theevailing law

concerning his/her terms of service.

(3) The procedure of inquiry, for the purpose oa@e (f) of

Sub-section Sub-section (1), shall be as prescribed

(4) Government of Nepal shall, in case of vacaon€ythe
office of any member of Tribunal under Sub-sect{@p, fulfill such
vacancy from among the persons who are qualifietkusection 61 for

remaining term of office of such a member.

Staff of the Tribunal: (1) Government of Nepal shall make available

necessary staff to the Tribunal to perform its fiors.

(2)  Other provisions regarding the staff of thebtlinal shall be as

prescribed.

Procedures to be followed by the Tribunal The Tribunal shall, while

initiating proceedings and adjudicating the caseeursection 60, shall follow

the procedures as prescribed.
Chapter-11

Provisions Relating to Information Technology Appédhte Tribunal

Establishment and formation of the Appellate Tribural: (1)

Government of Nepal shall, in order to hear theeappgainst the order or the
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decision made by the Tribunal and to hear the dpggainst the decision or
order made by the Controller or by the Certifyingtlority, as the case may
be, under this Act, by notification in the Nepal Z8He, establish a three
member Information Technology Appellate Tribunahsisting of one member
each of law, information technology and commeraanframong the persons

who are qualified under section 67,
(2) Law Member shall be the chairperson of the Alppe Tribunal.

(3) Exercise of the jurisdiction of Appellate Triiml shall be as

prescribed.

Qualification of the Member _of Appellate Tribunal: (1) A person who

has the knowledge in information technology and whor who has already
been or who is qualified to be a judge in the AfgtelCourt shall be eligible to

be a law member of the Appellate Tribunal.

(2) A Nepali citizen who holds at least master degin computer
science or information technology and who hasadtléve years experience in
the electronic transaction, information technolag\electronic communication

shall be eligible to be an information technologgmiber of the Tribunal.

(3) A Nepali citizen who holds at least master éegn management
or commerce and who has specialization in the foéldlectronic transactions
and who has at least five years experience indlexant field, shall be eligible

to be a commerce member.

Terms of Office, Remuneration and Terms & Conditiors of the

service of the Member of Appellate Tribunal (1) The term of office of

the member of the Appellate Tribunal shall be wéfyears and he/she shall be

eligible for reappointment.

(2) Remuneration and other terms and conditionthefservices of

the members of the Appellate Tribunal shall asqrieed.

32



69.

(3) A member of the Appellate Tribunal shall, befoassuming
his/her office after appointment, take the oathhisher office and secrecy

before the Chief Justice of the Supreme Court.

Conditions of Vacancy of Office and filling up of sich Vacancy (1)

Office of a Member of Appellate Tribunal shall ballén vacant in the

following circumstances:
(@) On expiry of terms of office,
(b) On attainment of sixty three years age,
(c) On death,
(d) If one tenders resignation

(e) If one is convicted by a court on any criminal oife involving

moral turpitude, and,

() If it is proved that one has misbehavior or has obez
incompetent to perform one's duty, while makingirquiry by
Government of Nepal on the charge that one hasem&bor
against one's office or has become incompetenetfopn one's

duty.

Provided that, a member of the Appellate Triburfsrged under this

Clause shall be given a reasonable opportunitgterdge his/her case.

(2)  Notwithstanding anything contained in Clausg (f the law
member of the Tribunal is a sitting judge, whileking such an inquiry, it shall
be done in accordance with the prevailing law camog his/her terms of

service.

(3) The procedure of inquiry, for the purpose oa&e (f) of Sub-

section (1), shall as prescribed.

(4) Government of Nepal shall, in case of vacantcyhe office of

any member of Tribunal under Sub-section (1), HluBuch vacancy from
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amongst the persons who are qualified under seéfiofor remaining term of

office of such a member.

Staff of the Appellate Tribunal: (1) Government of Nepal shall make

available necessary staff to Appellate Tribungdédorm its functions.

(2)  Other provisions regarding the staff of the Albgge Tribunal
shall be as prescribed.

Procedures to be followed by the Appellate Tribunal The Tribunal

shall, while initiating proceedings and adjudicgtitme appeal filed before it,

shall follow the procedures as prescribed.
Chapter-12

Miscellaneous

Provision may be made by an AgreementThe parties involved to the

work for creating, transmitting, receiving, storage for processing through
any other means, of any electronic record may ntake provision by an

agreement, not to apply any or all provisions & @hapter 3 or to alter some
of the provisions referred to in the said Chaptecaurse of their business and

may make the provisions to regulate their actigiaecordingly.

73. Government of Nepal may issue Dectives: Government of Nepal may, in

74.

regard to the implementation of this Act, issue essary directives to the
Controller or Certifying Authority, and in such ase, it shall be a duty of the
Controller or Certifying Authority, as the case miag, to comply with such
directives.

Time Limitation to file a Complaint: If a violation of this Act or Rules

framed hereunder has been occurred or if any asindd to be an offence
under this Act has been committed, first informatieport in regard to such a
violation or an offence shall have to file withihirty five days of the
information on which such a violation has been owml or an offence has
been committed.
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Government of Nepal to be a Plainff. (1) Any case deemed to be an

offence under this Act shall be initiated by Goveemt of Nepal as plaintiff
and such a case shall be deemed have been incindgdhedule 1 of the
Government Cases Act, 1992 (2049).

(2)  While conducting investigation of a case un8eb-section (1),
the police has to take assistance of the Controti@ther concerned expert, as

the case may be.

Compensation to be RecoveredIf any loss or damage has been caused to

any person by the reason of offence committed unihes Act, the

compensation of such loss or damage shall alsedmered from the offender.

This Act shall not Apply: (1) Notwithstanding anything contained elsewhere

in this Act, this Act shall not be applied in tr@ldéwing matters:

(@) Negotiable Instruments as referred to in the Neadpbdi
Instruments Act, 2034 (1977).

(b) Deed of will, deed of mortgage, bond, deed of cgawee,
partition or any such deed related with transfetheftitle in any

immovable property,

(c)  Any other document which demonstrates title or awshi@ in

any immovable property,

(d) Power of Attorney, statement of claim, statementefense or

any such other documents as may be used in caudsqxlings,

(e) Statement of claim, counter-claim, statement okdsé or any
such other document as may be submitted in writmghe

proceedings of any Arbitration,

0] Documents as prescribed by the prevailing law thgtires not

to retain in electronic form.
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(2) Notwithstanding anything contained in Sub-sactti (1)
Government of Nepal may, by notification in the Megsazette, alter the

documents referred to in Sub-section (1).

Power to Frame Riles: Government of Nepal may in order to fulfill the

objective of this Act, frame necessary Rules.

To Frame and Enforce the Directiva: Government of Nepal may, in

order to achieve the objective of this Act, framed aenforce necessary

directives, subject to this Act and Rules frametheder.

Effect of inoperativeness of The Electronic Transamns Ordinance,
2063 (2008 with the Electronic Transaction®rdinance 2063 (2008)eing

inoperative, unless a different intention appeties,inoperativeness shall not,

(@) Revive anything not prevailing or existingthé time, at which
the Ordinance became inoperative,

(b) Affect the matter in operation as per the i@xdce or anything
duly done or any punishment suffered there under,

(c) Affect any right, privilege, obligation or ability acquired,
accrued or incurred under the Ordinance,

(d) Affect any penalty, punishment or forfeitureurred under the
Ordinance,

(e) Affect any action or remedy made or takeregpect of any such
right, privilege, obligation, liability, penaltyropunishment as
aforesaid; and any such legal proceeding or remedy be
instituted, continued or enforced as if the Ordoe were in

force.
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